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The Risk Evaluation and Consulting Division (REQ)tlee Travis County Auditor’'s Office has
completed a risk assessment of the Constable,etezi{CN2) Office. The objective of the risk
assessment was to assist CN2 in identifying paknsks or exposures associated with their
business processes, allowing them to implementdqrsa internal controls as they deemed
necessary.

We began by performing an engagement-level inhersktassessment focusing on identifying
and rating risks that are intrinsic to CN2's adtes and business processes. To a limited extent,
we considered the impact of internal controls impated by management to mitigate these risks.
As such, the reported risks represent potentiabsues. While we are not providing a judgment
of how well management is addressing risk, we heted some “areas of concern” that involve
a variety of issues, risks, and potential contiexhis.

A summary of our methods and results comprisesfitse eight pages of this report. The
organizational structure, mission and objectivegiBcant activities, and financial data for CN2
are provided on pages 9 through 11. The detailhefoffice’s risk assessment, including the
identified business processes, inherent risks,ralsnimplemented by management, and the
inherent risk ratings, are provided on pages 1@utin 15.

BACKGROUND

Constables’ Offices serve as law enforcement agsenfar Travis County, with county-wide
jurisdiction in civil and criminal matters. Theyqmess and execute civil legal notices, summonses,



and citations from various courts, including foteilentry and detainers, writs of possession,
citations, and executions issued from the justfdd® peace courts.

The constables also process and execute misdemteafficrand hot check warrants of arrest for
the Travis County Justices of the Peace courtewelisas other municipalities and counties.

SCOPE

The risk assessment covered the operations of @N2vas limited to the business processes that
were in place during the time the risk assessmastlveing performed - the three months ending
September 30, 2016. In addition, only the inhereskis were rated, meaning there were no tests
of controls or transactions to assess control Adlkclient meetings were held at the CN2 Office.

ENGAGEMENT TEAM

Amanda Muehlberg, CPA, Lead Auditor

Travis Lee, Staff Auditor

CLOSING

This report is intended solely for the informatemd use of the CN2 Office, the Auditor’s Office,
and County management. We greatly appreciate thpetation and assistance received from

management and staff during this risk assessmésas® contact our office if you have any
concerns or questions regarding this report.
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INTRODUCTION TO THE RISK ASSESSMENT REPORT FORMAT

WHAT IS RISK ASSESSMENT?
Risk assessment is a systematic process of evajuidiie potential negative outcomes, such as
financial loss, that may occur in a business praces

HoOw DOES THE RISK ASSESSMENT PROCESS WORK?

The risk assessment process includes three stpsgathering; business process, risk and control
identification; and risk rating. In data gatherimgg collect information about the functional area
under review to gain an understanding of its objest operations, and processes. We then identify
what processes are in place, the inherent risksdon process, and the internal controls that have
been implemented by management. The last steging rdne risks identified for the business
processes handled by the functional areas undewedyy evaluating them based on risk factors
and assigning risk ratings.

HOW ARE THE RISK RATINGS ON THE RISK PROFILES CALCUL ATED?

The risks associated with each business procesbecaescribed and valued based on the risk
factors of impact and likelihood. Impact evaluatke magnitude or effect resulting from a
breakdown in the process and/or controls, wherikabhood is used to evaluate the probability
that the event will occur. The components of likebd include geographic dispersion, complexity
of operations, training and documentation, acaessgh-risk assets, state of automation, abuse of
power potential, and management oversight. The coets of impact include volume/dollar
value/operational significance, media attentioryegoment regulation, and damage to customers
or third parties.

In order to obtain a risk rating for these businaexesses, we assign a numeric value to each of
the above components. Likelihood is graded on@a5ldcale from very remote to probable, while
impact is graded on a 1 to 5 scale from very lightery severe. The values are then plotted on
the Inherent Risk Matrix to determine the riskmgtfor the individual business process.

HoOw IS THIS REPORT USED BY THE AUDITOR'S OFFICE ?
We use risk assessments to allocate audit resquineessprioritizing areas of greatest risk.

HOW CAN THIS REPORT BE USED BY COUNTY MANAGEMENT ?

This report is intended to help management foces #iforts on mitigating the highest risk areas.
This includes the distribution of personnel, imp&mation of internal controls, and allocation of
budget resources.
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EXECUTIVE SUMMARY

PURPOSE

During fiscal year 2013, REC began the procesganfsttioning to the risk-based method of
internal auditing. Under this approach, audit reses are directed toward the higher risk areas
first. To determine which County offices/functiomabas/business processes pose the greatest risk
to the County, risk assessments are performeditWhdevels of risk assessment are described
below:

ENTERPRISE RISK ASSESSMENT(ERA)

This type of risk assessment is performed annwailty involves identifying, rating, and ranking
risks at the enterprise or County level. The ERfasformed at a higher level both in terms of
risk rating thresholds and level of detail. Theutessof this assessment are used to create the audi
plan which is the schedule of internal audit engagets to be performed during the upcoming
year. The audit plan is used to prioritize theization of audit resources.

AUDIT/ENGAGEMENT RISK ASSESSMENT(ARA)

Risk assessments performed at the engagemenideivel into greater detail than ERAs, as they
address the risks associated with the processescivities handled by the County office or
functional area under review. This type of riskeassnent requires the internal auditor to gain an
understanding of the entity’s business objectifles; of operations, business processes, inherent
risks, and the system of internal controls impleteéiby management. During an ARA, there are
three types of risks identified, evaluated, anddats follows:

* Inherent risk — The risk to an organization in the absence gfations management might
take to alter either the risk’s probability or ingpaln other words, the risks intrinsic to the
entity’s objectives if no internal controls are iiEmented.

» Control risk — The risk that management controls are not efiity designed or effectively
implemented, preventing the organization from nmegitis objectives and protecting its assets.

* Residual risk — The risk that remains after management has nelgabto the risk by
implementing controls.

To properly implement risk-based auditing, REC wi# performing engagement-level risk
assessments of all the Travis County offices aqmhidments. For the majority of these entities,
we will only be rating the inherent risks during timitial risk assessment. The audit plan will then
be tailored to address the higher risk areas fdsing forward, we will periodically update the
ARAs and accordingly adjust the audit plan. Thikesfirst risk assessment for Constable, Precinct
2.



METHODOLOGY

The risk assessment process was performed in phigeses: data gathering; business process, risk
and control identification; and risk rating. Breferviews of the phases are provided below:

» Data Gathering - Collect sufficient information about the funatad area under review to gain
an understanding of its business objectives awd dliooperations.

» ldentification of business processes, risks and ctyols - Determine what business processes
are in place, the inherent risks associated with ghocesses, and the internal controls
implemented by management to mitigate the risks.

* Rate inherent risks - Evaluate the inherent risks and assign riskngatito the business
processes handled by the functional areas undmwev

More information about the ARA process is providethe detailed report section below.
HIGH RISK AREAS

We rated the risks inherent to the business presdsandled by CN2 on a five-level scale from
very low to very high. A summary of the risk ratinig presented in graph form on page 8 of this
report. The top business processes in terms ofenhesk are provided below.

BUSINESSPROCESSES

To provide visibility into the business processésolr pose the greatest risk to CN2, we calculated
the average risk rating for each business prodessimmary of the average risk ratings for the
business processes is presented in graph form ga ®af this report. The top four business
processes in terms of inherent risk are providéoviae

Business Process Risk Rating
Cash Handling Medium
Facilities Medium
Fleet Medium
Fixed Assets Medium

The inherent risks, risk management techniques,riskdratings for the business processes are
provided in detail within the Business Process Riglfile which begins on page 12 of this report.



DETAILED REPORT

Risk ASSESSMENTPROCESS

We performed an engagement-level risk assessmém afherent risks associated with the Travis
County Constable, Precinct 2 operations in thefalhg three phases:

DATA GATHERING

In order to perform an accurate and thorough redessment, the first step is becoming familiar
with the nature of the entity’s business activities begin this process, we requested the following
documents from CN2:

1. Organizational charts

2. Budget submission forms (PB-3s) which provide paogr goals, statutorily
required/mandated services, discretionary serviaagjng sources, anticipated reductions
in revenues and grant resources, performance nesashistorical trends, program
efficiencies/outcomes, and proposed reallocatidisidget

Grant listings

Contract listings (interlocal, professional sergicend revenue)

Listing of programs

Fee schedules

Policies and procedures

Formally documented narratives and flowcharts

©ONOo O AW

Before meeting with CN2 employees, we reviewedath@ve documentation; department website;
prior audit reports; Texas statutes pertainindgieoresponsibilities of CN2; guidance provided by
regulatory agencies such as the Office of Court Wdbtration (OCA); various narratives;
Commissioners Court Agendas, Backup Support, anoutds; Travis County Code; and the
Comprehensive Annual Financial Report (CAFR).

At the entrance conference, we met with a Courtldland Court Clerk 1l at their office located
on Burnet Road. At this meeting we provided an axation of how our office performs risk
assessments, as well as the anticipated timeline.

We then held meetings with the Office Manager Seaiml Constable Chief Deputy, obtaining a
high-level overview of their operations. We subsagly held meetings with office employees

and others to discuss their operations and busipesssses in greater detail. During these
meetings, the employees described the various tHskg are required to perform. These

responsibilities are captured on their respectskeprofiles which can be found beginning on page
12 of the report. After the meetings, we documertteglr flow of operations and business

processes, following up with staff as needed.



| DENTIFICATION OF BUSINESSPROCESSES RISKS, AND CONTROLS

After completing the process flow documentation,amalyzed the information gathered for each
functional area and identified the following: thaed#@able business processes, potential risks
inherent to these processes, and the controls imgrieed by management to mitigate the risks.
We documented the results of this analysis on threftonal Area Risk Profile provided later in
this report. Additional details about the infornoatireported on the risk profile schedule are
provided below.

BUSINESSPROCESSES

A business process can be defined as a groupesfetdted activities or tasks that are initiated to
accomplish a specific organizational goal. In thatext of a risk assessment performed by REC,
business processes include the basic activitied tossupport financial operations such as cash
handling, accounts payable, contract managemenBesiness processes in place at CN2 include
the following:

* Accounts Payable * Fixed Assets * Inventory

* Accounts Receivable * Fleet * Reporting

e Cash Handling * General Ledger * Revenue Generation
* Facilities * Interlocal Agreements

POTENTIAL RISKS

To identify the potential risks that could prev&ii2 from achieving their financial objectives,
we reviewed the individual steps of their busin@sxesses with a focus on what could go wrong
that would result in either the failure to meetemitjves or in a loss of County funds. We consulted
auditing standards for internal and governmentditats, as well as industry-accepted technical
guidance for risk assessment, as needed.

Inherent risks are those risks that exist in theeabe of any actions management might take to
alter either the risk’s probability or impact. Basa management control is not a factor in

determining the level of inherent risk, a high degof inherent risk does not indicate poor

management or the absence of controls.

REPORTED RISK MANAGEMENT TECHNIQUES/CONTROLS

Risk management techniques/controls were self-tegdoy division management during the
course of interviews and follow-up communicatioAsthough we reviewed their controls for
reasonableness, we have not audited or otherwiskatead them through audit procedures. After
risk management techniques were identified, thengweapped to the risks they were designed to
mitigate.

The CN2’s staff and management are very dedicat@ahproving all aspects of their processes,
providing excellent customer service, and maintegrihe superior reputation of the office.



RATE INHERENT RISKS

PROCESSRISK RATING

We evaluated the business processes and the dasdatsks for each functional area, rating the
risks based on the risk factors of impact and iliadd. Impact evaluates the magnitude or effect
resulting from a breakdown in the process and/atrots, whereas likelihood is used to evaluate
the probability that the event will occur. We usled following risk factors to evaluate impact and

likelihood:
IMPACT L IKELIHOOD
* Volume/dollar value/operational significances Geographic dispersion
* Media attention » Complexity of operations
» Government regulation » Training and documentation
» Damage to customers or third parties » Access to high-risk assets
« Data privacy and protection » State of automation

Abuse of power potential
Management oversight

We rated impact risk on a five-level scale fromygght to very severe and likelihood risk from
very remote to probable. The resulting scores wee used to determine the overall inherent risk
ratings for each business process using our rigkxman example of which is provided below:
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Using this matrix, the inherent risk for each bess process was rated on a five-level scale as
follows:

Color Risk Rating | Description
Dark Green| Very Low The risk of loss is remoteiba loss were to occur, it would
have no material impact.

Light Green| Low The risk of loss is small and, efemloss were to occur, it
would have little material negative impact.

Yellow Medium There is an average risk of loss ahd,loss were to occur, it
would likely have a moderate impact on the County.

Orange High The activity could potentially resulta significant loss to the

County; however, the resulting loss, while sigraht, would
not threaten the County in the long term.

Red Very High The activity could lead to signifitaamd harmful loss to the
County.




SUMMARY OF RESULTS

GRAPH 1 —RISK PROFILE BY BUSINESSPROCESS

To provide visibility into the business processdsclr pose the greatest risk to CN2, we present
the results in graph form below:

Very Low Low Medium High Very High
ACCOUNTS
PAYABLE

ACCOUNTS
RECEIVABLE

CASH HANDLING
FACILITIES

FIXED ASSETS
FLEET

'GENERAL LEDGER
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CONSTABLE, PRECINCT 2 ORGANIZATIONAL CHARTS

Constable
30001746

JAIME BALLESTEROS

Constable Deputy Chief
30001773

GEORGE MORALES

Office Manage
30001747
BRYON CURTIS

Constable Sergeant

Constable Sergeant
30001751

DWIGHT BERTRAM

30001777

ROGER PARKER

Court Clerk Il
30001760

RUBY FELAN

Constable Deputy Sr
30001756

VINCENT DODD

Court Clerk |
30001752
STEPHEN GORE

Court Clerk Il
30001748

Constable Deputy Sr
30001750

KRISTOPHER BEASLEY

Court Clerk |
30001753
ELIZABETH BRINDLEY

Constable Deputy Sr
30001761

SAMUEL LINDSEY

Constable Deputy Sr
30001758

LAWRENCE EDWARDS

Court Clerk |
30001754

YVONNE CANO

Court Clerk |
30001757
VERONICA DURAN

Constable Deputy Sr
30001762

SERGIO FLORES

Constable Deputy Sr
30001764

EDWARD GARDEN

Constable Deputy Sr
30001765

ANNA HARPER

Constable Deputy Sr
30001763

JUAN GALLEGOS

Court Clerk | Court Clerk |
30001769 30001766

Constable Deputy Sr
30001770

RICARDO MARQUEZ

Constable Deputy Sr
30001771

DAMON MILLER

Constable Deputy Sr
30001767

DANIEL JOHNSON

Constable Deputy Sr
30001775

GABRIEL PADILLA

BERTRAM ALLEN CELESTE MEDRANO

Accountant Assoc Court Clerk |

Constable Deputy
30001781

KENT SHAFFER

Constable Deputy Sr
30001784

ADRIAN WRIGHT

Constable Deputy Sr
30001776

GREGORY PAPST

Constable Deputy
30001749

DARREN DORRHEIM

30001782 ] 30001772
DANNY VILLEGAS JENNIFER DUBBEL

Office Asst
30005873

LATOYA RUSSELL

Constable Deputy
30001774

PAOLA MARTINEZ

Constable Deputy
30001759
PATRICK YOUNGREN

Constable Deputy Constable Deputy
30001778 _— 30001783

KENNETH GUERRERO

CARLOS YANEZ COVARRUBIAS

Chart information obtained from SAP — June 2016



Accounting functions for the Constable, PrecinadDffice are under the Justice of the Peace,
Precinct 2 Office for budgeting purposes. For teason, they are not shown in the organizational
chart on the previous page. Below is the orgaroratichart for the CN2 accounting function:

Justice of the Peace
30001626
JUDGE RANDALL SLAGLE

Financial Mgr
30001630
JOSE ALVARADO

= =

Accountant Sr
30001633
ISSAC FLYNN

Accountant Assoc
30001631
ERIK SALAZAR

Chart information obtained from SAP — June 2016
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FISCAL YEAR 2016 FINANCIAL DATA

During fiscal year 2016, the Travis County ConstabPrecinct 2 received $2,136 in
intergovernmental revenue and $936,787 in chargesdrvices. Salaries and Benefits, totaling
$2,883,154 represented approximately 97 percetitedf expenditures. The details for their revenue
and expenditures are provided below in graph form:

$936,787 Revenues
99.8%

® Intergovernmental

m Charges for Services

$2,136
0.2%
Expenditures
$2,883,154
96.9%

m Salaries and Benefits
m Supplies & Equipment
m Professional Services
m Other Operating Expenditures
u Capital Outlay

$11,774
0.4% $29,470
1.0%
$9,510 $42,377
0.3% 1.4%
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BUSINESS PROCESS RISK PROFILES
MISSION AND OBJECTIVES

The financial component of the Constable, Precihddffice is responsible for receiving and
processing the deposit of collections received labthe office and from field units that colleatds

and fees. This component also enters/receiptssabssed fees, vehicle donations, and interlocal
payments.

This division is also responsible for processingbdrsements relating to warrant work for other
counties, refunding overpayments, escheating umeldi property, and posting collections on
executions. It also remits funds collected to gherapriate agencies (e.g., the County Treasurate St
of Texas, etc.). In addition, this division preganeonthly departmental financial statements and ban
reconciliations.

The operational component of this office is reslmasfor managing/monitoring fixed assets,
inventory stock, facility work orders, fleet usag®ed vehicle maintenance. In addition, all warrants
and citations are executed by the operational compioof the office.

SIGNIFICANT ACTIVITIES

Accounts Payable

Disbursements processed by a lead staff membardadkefunds for overpayments, fines and fees
due to the Justice of the Peace, Precinct 2 Gdifickother governmental agencies, writ of executions
and unclaimed funds remitted to the State and/eadurer.

Fees due to the Treasurer and Justice of the PRamanct 2 office are remitted via ACH on a daily
basis and financial staff initiate the entry ofdbealeposits into the SAP system. Fees due to other
governmental agencies are remitted via check oailg basis. Refunds for overpayments of $5 or
higher are disbursed weekly. Finally, unclaimedd&ithat are eligible to be escheated are remitted
annually to the State and Treasurer.

Accounts Receivable

Receivables are created in a number of ways, inguderving warrants for other governmental
agencies, performance under the Village of the sHiliterlocal, receiving insufficient fund
instruments (NSFs), and providing County vehicledar vehicle donation agreements (e.g., requests
for construction site patrols). In order to reviesceivables, office personnel create and review an
aging report on a quarterly basis. The majorityoofstanding receivables on this report relate to
warrants served for other governmental agencies.

Cash Handling

A lead staff member is responsible for reconcilthg deposit of collections and completing the
deposit on a daily basis. Financial staff is atsponsible for voiding receipts when necessarygho
this is not a regular occurrence.

General Ledger

On a monthly basis, a lead staff member recontiiesgeneral ledger accounts to the supporting
records, posting journal entries as needed.

12



Bank Reconciliations

The bank accounts are reconciled on a weekly basisrify that all funds collected and disbursed
per the office accounting records were actuallgiread and paid by the bank (and vice versa). This
process also facilitates the correction of anyrdisancies. A lead staff member performs month-end
bank reconciliations in order to verify that the ekl reconciliations are accurate and any
discrepancies have been timely corrected. Thesethtyoreconciliations are also used in the
preparation of the monthly financial statements.

Reporting

A lead staff member reviews system-generated repatich support the financial statements, to
identify errors requiring correction and trendsttisaould be highlighted. When complete, the
financial statements are approved and providededounty Auditor’s Office.

General Operations

General Operations is comprised of four separategss areas: facilities, fixed assets, fleet, and
inventory. A Lieutenant oversees the fleet functad is responsible for overseeing all orders,
maintenance, and disposals/transfers of vehicles Lieutenant creates a vehicle specificationstshee
when new vehicles are approved in the budget asares upfit (installation of additional specialized
equipment) is completed with the correct equipmdnt.addition, maintenance, though the
responsibility of the deputy assigned to the vehiid reviewed and monitored by the Lieutenant.
Finally, when transfer or disposal is necessarypaperwork is completed and approved by the
Lieutenant.

The Office Manager is responsible for overseeirgifes, fixed assets, and inventory functions,
which include managing work orders; ordering, taggiand tracking fixed assets; and ordering and
monitoring inventory (primarily office supplies).

Building security and employee safety also falldenthe purview of the facilities function; howeyer
responsibility for this area lies with senior leg&ff (not just the Office Manager) and the Coisty
Facilities Management Department (FMD) Securityifion. Currently, the Constable, Precinct 2
Office does not have an incident or emergency mesp@lan in place; however, the FMD Security
Division is in the process of implementing a Coutgergency Response and Preparedness Plan and
will be working with County offices to create sipecific Emergency Action Plans. In addition, a
County Security Training employee will be visitisgch office location to evaluate office plans and
preparedness and train office staff.

13



BUSINESSPROCESSRISKS AND RISK RATINGS

The following chart depicts the risk ratings foe tGonstable, Precinct 2 business areas:

Business Process Risk Rating
Accounts Payable Low
Accounts Receivable Low
Cash Handling Medium
Facilities Medium
Fixed Assets Medium
Fleet Medium
General Ledger Low
Interlocal Agreements Low
Inventory Low
Reporting Low
Revenue Generation Low

The following are the primary risk areas/controjemtives for this office:

1. Collections (e.g. cash, credit cards, etc.) arggnly tracked, reviewed, and accounted for to
prevent loss or misappropriation.

2. Implementation and maintenance of sufficient caatdhing and bank reconciliation controls are
essential to safeguarding funds from loss or misgpfation.

3. Implementation of an Emergency Action and Recovelgn to address security breaches,
interruptions to daily operations resulting frontastrophic events, and concerns of employee
safety.

4. Fixed Assets are tagged and tracked to prevenblosgsappropriation.

5. Vehicles are monitored to ensure that approprigi@penent is installed and maintenance is
performed at regular intervals to prevent vehidedtime.

14



AREAS OF CONCERN

During our risk assessment, we noted the followgogtrols that do not appear to be sufficiently
mitigated by active internal controls:

Cash Handling

1.

For funds received in the mail, the employees dlpain the mail and complete the mail log have

access to create system-generated receipts. Iticeddi second employee does not consistently
act as a witness to the opening of the mail andticne of the mail log and an independent review

is not performed to verify that all mailed-in payme have been deposited. We recommend the
implementation of controls to improve these proeess

Office policy requires that employees preparingyddeposits do not collect and receipt funds;

however, these parties do have access to credwmrsgenerated receipts. We recommend that
office management periodically verify that parterforming daily deposits have not created,

adjusted, or voided receipts for collections.

Parties making payments on balances due using enedlidebit cards are not required to present
formal identification. Because of this, these gattould use a credit or debit card that is not in
their name to make a payment without proof of atitlation. We recommend that for debit/credit
card transactions, office personnel should vefigt tthe cardholder name matches either the
payor’s ID or the applicable case information.

Accounts Payable

Currently, manager review and approval is not negubefore funds are disbursed. This includes
refunds and checks that exceed a set amount. Vdenreend implementing a management review
process for all disbursements over a set amoubi ttetermined internally. This added control will
help ensure that funds are not disbursed withomgh®viewed for accuracy and reasonableness.

Facilities

1.

All deputies are issued fuel cards for their vedsclThe TNR Fleet Division Manager is
responsible for monitoring these cards; however2 €hbuld review charges incurred by deputies
and investigate any unusual charges to help erdrpeaties are adhering to all applicable fuel
policies.

The office does not have a documented emergenpygmes plan that addresses security breaches,
interruptions to daily operations resulting fromtastrophic events, or employee safety. We
recommend an interim plan is put in place untilfiMD Security Division is able to evaluate the
site and assist with implementation of an emergeasgonse plan.
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